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SECURITY CUBE

Specifications

# Specifications

The On-Premise-Security Cube is a first generation Hyper-V.
To use the Security Cube, the following requirements must be met:

e  Existing Microsoft Hyper-V environment
e Internet connection
e 1 GB RAM for virtual machines

In the case of proxy authentication:

e "Basic Authentication" is supported.
Preparation

1. Download "HyperV Image" by bizhub Evolution.

© bizhub Evolution - Security .,

& KONICA MINOLTA .« bizhubEvolution

‘smart services from Konica Minolta

4 saisere @ stone s P

* Verwaltung » Security Cubes

Security Cubes

Problem melden

Security Cube (Cloud) Security Cube (selbst gehostet)

Istatus Aiert Istatus Nicnt verugbar
I1Anzahl Nutzer 3
Download Hyperv-image | Hin: sfugen
o | e

» Ipresstm  Coookie-Hiwieis DalsischitzerkdBning e 1 m Giving Shape to Ideas

2. Save and unpack the *.zip archive on your Hyper-V server.
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SECURITY CUBE

Specifications

Import
Import the Hyper-V image so that you can use the Security Cube.
1. Start "Hyper-V Manager".

2. Select [Import Virtual Machine ...].

i e

Import Virtual Machine... ) == =

Actions
E nes "

Vi S e - State CPUUsage  Assigned Memory  Uptime Status W_NEW R

Virtual SAN Manager... IPv6 Client Runrning 0% 2048 MB 257.05:17:46 )

Edit Disk... IPv6 Server Running o 1450 MB 257051746 [ Import Virtual Machine...

" % Hyper-V Settings...

Inspect Disk... 5] Hyper ings.

% Virtual Switch Manager...
Stop Service

| Virtual SAN Manager...
Remove Server e 9

Refresh

Help @

n bd Edit Disk...

Inspect Disk...

v
&
(=) Stop Service
x
el

Remove Server

Details

T4 Refresh
No item selected. View »

H Hep

3. Select the folder containing the downloaded files.
Click on [Next].

Locate Folder

Before You Begin Spedi er containing the virtual machine to import.

Locate Folder Foljer: |D:\Security_cube_Hyper\‘_Image_live\SemrityCube\J || Browse... )

Select Virtual Machine

Choaose Import Type

Summary

< Previous | | Mext = | | Finish | | Cancel
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4. Select the Security Cube in order to import it.
Click on [Next].

Import Virtual Machine -

» Select Virtual Machine

Before You Begin Select the virtual machi i 21
e —

Locate Folder -

ame Date Created
Select Virtual Machine SecurityCube 18.05.2016 12:59-.8

Choose Import Type

Summary

5. Select "Register the virtual machine in-place (use the existing unique ID)".
Click on [Next].

Import Virtual Machine -

» Choose Import Type

Before You Begin

Choos ! i =
Locate Folder ®) Register the virtual machine in-place (Use the existing unique 1D
Select Virtual Machine ®) E T SRPRER =
Choose Import Type ) Copy the virtual machine {create a new unique 10)

Summary

The import settings will be displayed.

Security Cube / IG-EN / 09.2016 / 1.0



SECURITY CUBE

Specifications

6. Click on [Finish] to start the import.

» Completing Import Wizard

Before You Begin “You are about to perform the following operation.

Locate Folder Description:

TEEEIE YRR Virtual Machine:  SecurityCube

Choose Import Type Import file: D:\Security_Cube_HyperV_Image (2)\SecurityCube Wirtual Machines\D2420976-19€
Impart Type: Register (keep ID)

<] m >

N

[<previous | nevis || Fnsh | [ cancel

To complete the import and dose this wizard, dick Finish.

The "Security Cube" is displayed in the Hyper-V Manager.

7. Select the Security Cube.

File  Acti
Y
33 Hyper-V Manager Actions
Ha HYPERV-01 w -
%
¢ Name - State CPUUsage  Assigned Memory  Uptime Status New ,

[ Import Virtual Machine...

[ Hyper-v Settings...
I Virtual Switch Manager...

Virtual SAN Manager...

<] [ > Edit Disk...

Checkpoints @ Inspect Disk...

Remove Server

SecurityCube

Refresh
Created:  18.05.2016 125858 Clustered:  No

Version: 5.0

View 3

Help

al
i
4
@ Stop Service
fal
G
7]

Generation: 1

Notes: None SecurityCube -
=i Connect...
5% Settings...
gummaw|Memury|wswnm9|ﬂaphmuun\ © start v

HYPERV-0T: 1 virtual machine selected.
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8. Click on [Settings] to edit the Security Cube settings.

File Action View Help

s
=5 Hyper-V Manager Actions
Ha HYPERV-D1 Virtual Machines B
Name - State CPU Usage Assigned Memory  Uptime Status New R

Lep Import Virtual Machine...

] Hyper-V Settings...
= Wirtual Switch Manager...

Virtual SAN Manager..

< [ > Edit Disk...

Inspect Disk...

al
A
&
(m) Stop Service
Pad
G
7]

Checkpoints @

Remove Server

SecurityCube

Refresh
Created: 18.05.2016 12:59:58 Clustered:  No

Version: 50

View 3

Help
Generation: 1

5 Connect...
54 Settings...

L) Start

Notes: None

Summary ‘ Memory I Networking I Replication ‘

HYPERV-01: 1wirtual machine selected.

9. Select the relevant network adapter.
Click on [OK].

‘SscurityCube V| [ PG

% Hardware 0 Network Adapter
w Add Hardware
1 BIOS

Boot from IDE
W Memory
1024 MBE
R Processor

rnal Ne ri
1 Virtual processor irtual LAM identification

= IDE Controller 0
= onue .er The VLAN identifier specifies the virtual LAN that this virtual machine wil use for all
i@ Hard Drive network communications through this network adapter.
SecurityCube.vhd

Bl 1DE Controller 1
i 5CSI Controller

e network adapter.

@ Netzwerkkarte Bandwidth Management
Mot connected [] Enable bandwidth management
T com1 ) _ i ; B
None Specify how this network adapter utiizes network bandwidth, Both Minimum

Bandwidth and Maximum Bandwidth are measured in Megabits per second.

F comz

None Minimum bandwidth: Ijl Mbps
H Diskette Drive . e

None Maximum bandwidth: l:l Mbps

AL ® To leave the minimum or maximum unrestricted, specify 0 as the value.
|| Name
SecurityCube To remove the network adapter from this virtual machine, dick Remove,
] Integration Services
Some services offered

@ Ch?dq)cir.'\t File Location . 0 Use a legacy network adapter instead of this network adapter to perform a
b \ecurity_Cube_HyperV_Image... network-based installation of the gue rating system or when integration
55 Smart Paging File Location services are not installed in the g plirating system.
D:\Security_Cube_HyperV_Image...
9 Automatic Start Action
Restart if previously running
i} Automatic Stop Action
Save

op

oK | [ cameat ][ poly
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10. Select the Security Cube and click on [Start].
EE Hyper-V Manager =-|O -

File Actien View Help

= #m= B=

35 Hyper-V Manager Actions
5 HYPERV-01 Virtual Machines
o HYPERV-01 . n
Name - State CPU Usage Assigned Memaory Uptime Status New »
F) secuntyCube Off
2| SSD-BMW-COT IPVS Client Running 0% 2048 MB 257.0526:14 Lsp Import Virtual Machine...
é SSD-BMW-501 IPv6 Server Running 0% 1450 MB 257.05:26:14 = Hyper-V Settings...
ST Virtual Switch Manager...
) Virtual SAN Manager...
< [ >| | Edit Disk.. =
z ~ 5| isk...
Checkpoints @ (Ll Inspect Disk.
(W) Stop Service
SecurityCube 7 Remove Server
T4 Refresh
Created:  18.05.2016 12:59:58 Clustered:  HNo View »
Version: 5.0
Hel
Generation: 1 E P
Hotes: None SecurityCube =
=7 Connect..
Summary | Memory | Networking | Replication
~

Tums off the selected virtual machine.

NOTE
The console displays the start process and provides information on the IP address that has been assigned by
your DHCP server.

i SecurityCube on HYPERV-01 - Virtual Machine Connection = [ = -
File Action Media Clipboard View Help
S O@O@O|N IV |Bs

[ 9.3955771 Adding 1045500k swap on sdevrssdad. Priority:-1 extents:1 across:
[ 10.214604]1 piix4_smbus 0000:00:07.3: SMBus base address uninitialized - upgr
e_addr=0xaddr

= Jtarting AppArmor profiles

[Skipping profile in setcrapparmor.ds/disable: usr.sbin.rsyslogd

hecking for certificate...
ertificate not found, creating self signed certificate
Generating RSA private key, 2048 bit long modulus
'random state'

iz 65537 (0x10001)
[Signature ok
lsub ject=/C=DE-ST=Lower Saxony-L=Langenhagen-0U=bizhub Evolution-CN=localhost
Getting Private key
mable to write 'random state’

ertificate created

= Restoring resolver state...
[Starting KMBox
- Startup 1.0.0-rc.1
conf ig. json not found, create new app config
save config. json
Start API at http:- -10.239.225.54:40003
Internal API is up and rumming
Start Admin API at http:,r,10.239.225.54:40004
Admin API is up and rumning
Startup finished...
NHo api wurl found. Cammot commect to cloud server.

Status: Running =] "_?l ':‘E‘l
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Registration

Enable the Security Cube in bizhub Evolution.

1. Click on [Sign up].

© bishob fokation - Secwt % 10H - a8 =
& P TE by o konkcaminotade/ tomer, 2 B8 9 3 & 8 @ =
© KONICA MINOLTA

e biﬂunggmmgon

* Mamiesance * Security Cubes

Security Cubes

Frpon 8 probless

Security Cubs (Clowd) ® Security Cube (self-hosted)
I5tte Dmatied
\User count g Downlcad Hypery mage m
==
+imgriat + Coolaes sistement » Dues Privacy Staement Share us.

Giving Shape to ldeas

2. Follow the instructions displayed in the window.

Register

Security Cube Connection Guide

1. Please connedt your Sacurky Cube o pour network and plug in Bs power supply unkt
2. Emer e 1P of e Securky Tube Info e box beneath Biks gulde
3. Accept e SEL-Cenifficaie

‘3 Thesnr v & preddern wilh ihit welniie's weutily cethcat

4. The oetaull usermame /! password for 3 new Sacurky Cube ks admin | 12345678
5. Comnect e Securky Cube o e Cloud: "Connect

o Choad™
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SECURITY CUBE

Configuration

# Configuration

Log into the Security Cube to configure it.

1. Select [MAINTENANCE], [Security Cubes], [Security Cube (self-hosted)] and finally [Configure].

|

& KONICA MINOLTA e bizhubEvolution

smart services from Konica Minolta
# Hove @ sToRe & JoBs / MAINTENANCE EN | & @ &%

» Maintenance * Security Cubes

Security Cubes

Windows-Sicherheit x
Report a problem

iexplore

Der Server "10.239.225.54" fordert Ihren Benutzernamen und Ihr Kennwort

an. Der Server ist von "Kmbox Administration”.
Security Cube (Cloud) ted) @
I State cloud server: @
|User count |Admm | ustomer network @

Confi . csssssse|
| ] |

[ Anmeldedaten speichern

Abbrechen

Security Cube (self-hosted)

Download HyperV Image m

2. Log in with the following details:

User name: Admin
Default password: 12345678
NOTE

We recommend that you change the default password immediately after logging in for the first time.
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Configuration

Details

Select [MAINTENANCE], [Security Cubes] and finally [Details].

Here you can find detailed information about the bizhub Evolution Security Cube.
You can download log files or create a backup copy of your Security Cube installation.

- a x
& bizhub Evolution - Details % =+
€ a https://evolution.konicaminolta.de/en/customer/security-cubes/326#/dashbo c Q Suchen ﬁ [:=] 4+ A O @' =
© KONICA MINOLTA s bizhub Evolution
smart services from Konica Minolta
# Home @ sTorRe & JoBS / VAINTENANGE EN | A O B

» Maintenance * Security Cubes » Details

Details Authentication User administration SMTP Proxy

Security Cube (self-hosted)

| State Connection to cloud server ]
Available in customer network: ?
IVersion 1.0.0-rc.4
1IP address 10.239.225.83
1Source Ad
I1Downloads logs.zip
backup.zip
ILogs debug.log
error.log

Change password Restore backup
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SECURITY CUBE

Configuration

Select [MAINTENANCE], [Security Cubes], [Details] and finally [Authentication].

The example shows the settings for an Active Directory authentication.

#4 HomEe

@ sTore

» Maintenance * Security Cubes * Details

Details Authentication

External Authentication
Source: ™

Host: *

Port: *
kmbox_admin.username: *
Password: *

Encryption mode: *

User search base: ™

User search predicate: *

userPrinicipalName suffix: *

- m] X
£ bizhub Evolution - Details X+
€ Oa https://evolution konicaminolta.de/en/customer/security-cubes/326#/authent c Q Suchen ﬁ :=] + A O @' =
© KONICA MINOLTA {s+ bizhubEvolution

User administration

smart services from Konica Minolta

)
= JOBS /& MAINTENANCE

» Authentication

SMTP Proxy

O

D
I

ou=Users,ou=BEU,dc=lab,dc=ssd

(objectCategory=User)

@lab.ssd

IP address of your Active Directory server
Active Directory communication port

Service Account to browse the Active Directory
Password for kmbox_admin.username

Active Directory encryption

Defines where the LDAP Search is started.

https://technet.microsoft.com/en-us/library/aa996205(v=exchg.65).aspx

User PrincipalName suffix UPN suffix
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Configuration

The bizhub Evolution Security Cube can automatically synchronize users with Active Directory.
To do this, information from Active Directory is read and written to the bizhub Evolution Security Cube.

- o X
& bizhub Evolution - Details X =

€ | © @ | htipsi//evolution kanicaminolta.de/en/customer/security-cubes/326#/authent e Q Suchen w B +¥ A& © - =
A Home @ store = JoBs / MAINTENANGE N | & @ B

* Maintenance * Security Cubes * Details * Authentication

Auto sync users

Enabled [m]
Last sync: * 06/23/2016 14:40:27

Enable for automatic synchronization
Time frame for the synchronization process
Details on the last synchronization process

In the "Properties” area, you can synchronize your Active Directory settings with the bizhub Evolution user management.

a X
& bizhub Evolution - Details X +

4 Home @ sTorE & JoBS / MAINTENANGE EN | & 9 O

> Maintenance > Security Cubes > Details > Authentication

D @ | https://evolution.konicaminolta.de/en/customer/security-cubes/326#/authent @ Q suchen wB 9 3 &4 & B =

Properties

[ v cornaction |

Click on [Test connection] to check whether a connection can be established.
Then click on [Save] to save your settings.

NOTE

For more information on the default values, see Microsoft Tech Net:
https://msdn.microsoft.com/en-us/library/ms675090(v=vs.85).aspx
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SECURITY CUBE

Configuration

User administration

All synchronized Active Directory users are listed here.
You can assign ID cards to your users via this page.

- (m] X
£ bizhub Evolution - Details X +

€ 9| P O & | nttps/evolution.konicaminolta.defen/customer/security-cubes/326# C  Q Suchen w8 ¥ H © ©-

= bizhub Evolution

smart services from Konica Minolta

MAINTENANCE EN ‘ A 9 L o)

& KONICA MINOLTA

#4 HovEe @

* Maintenance * Security Cubes * Details * User administration

ORE B JOBS

Details Authentication User administration SMTP Proxy

_ Sync users with Active Directory

D User name First name Last name E-mail address Department Has valid ID card

ratouwae@evolution konicaminolta.de petests petests petests@lab ssd No »
wredrouj@evolution_konicaminolta.de test? test7 test7@lab ssd No [
dradrouc@evolution konicaminolia. de testd tests test8@lab ssd No [ 4
souproup@evolution konicaminolta de 101 test 01 test01@lab ssd No [ 4
hiuaemia@evolution konicaminolta.de 102 test 02 test02@lab.ssd No »
uatriaco@evolution_konicaminolta.de 103 test 03 test03@lab.ssd No »
hiraibea@evolution konicaminolta de 04 test 04 test04@lab ssd No >
vaephosi@evolution.konicaminolia.de 105 test 05 test05@Iab.ssd No »
ciochele@evolution.konicaminolia.de 106 test 06 testO6@lab.ssd No >
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Configuration

SMTP

Specify how bizhub Evolution can connect to your e-mail server.

= u] X
& bizhub Evolution - Details %+

€ P O @ | https;//evolution.konicaminolta.de/en/customer/security-cubes/326#/sm @ Q Suchen w B + A © &

© KONICA MINOLTA e bizhubEvolution

smart services from Konica Minolta

4 HomE @ sToRE = J0BS F MAINTENANCE eNn | A @ ¥

» Maintenance * Security Cubes * Details * SMTP

Details Authentication User administration SMTP Proxy

TLS: ™ No TLS
Default sender address: *
EHLO

SPA (Secure password
authentication)

User name: *

Password: *

|| ED||I|
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Configuration

Proxy

Specify how the bizhub Evolution Security Cube can communicate via a proxy connection.

- o x
£ bizhub Evolution - Details 3 +
€ P 0@ nttpsy/evolutionkonicaminolta.de/en/customer/security-cubes/326#/prc | @ O Suchen B + A O G- =
s .
© KONICA MINOLTA e bizhub Evolution
smart services from Konica Minolta
#4 Home @ sToRe & JoBs / MAINTENANCE EN ‘ A O &

* Maintenance * Security Cubes * Details * Proxy

Details Authentication User administration SMTP Proxy

Enabled m|
[ save ]
v
NOTE

Only "basic authentication" is supported.
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